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MICROSOFT FOREFRONT 

OVERVIEW 

 
Microsoft Forefront is the encryption application used to encrypt outgoing messages containing protected health information. If a 
message is flagged and encrypted, the customer will need to follow these guidelines to retrieve and read the message. 
 

ACCOUNT CREATION PROCESS FOR FIRST TIME RECIPIENTS:  

1. The recipient will see a message similar to the one pictured below if a message is encrypted by Microsoft Forefront. Have 
them open the attachment to the email. 
 

  
 

2. This will take them to the screen shown below. They will now need to click the Read Message button. 
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3. If this is their first time receiving an encrypted message sent to their email address they will need to fill out and submit 
the information requested on the screen shown below. Have them click the Submit button after filling out the required 
fields. 
 

 
 

4. Once the information is submitted, the customer will see the screen below. It advises them to check their email to 
complete the enrollment process. 
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The customer will now have a new message from Microsoft Hosted Encryption in their inbox. Have then open the message and click 

the link to complete the account creation process. 

 

 
 

5. Once they click the link they will be directed to the Microsoft Exchange Hosted Encryption page and their secure 
message will be displayed. 
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ENCRYPTING AN OUTBOUND EMAIL MESSAGE: 

 

1. In order to ensure that an email message going out to an external email address is encrypted, the customer can simply add 
any of the following words to the Subject line of the message: 

a. Zixencrypt 
b. Zixololrmc 
c. Zixfmolhs 
d. Zixsteh 
e. Zixlourdes 
f. Zixstfran 

VIEWING ENCRYPTED MESSAGES AFTER ACCOUNT HAS BEEN CREATED:  

 

1 The customer will see the message below. They will need to open the attachment. 

 
 

2. They will then see this screen and will need to click the Read Message button. 
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3. They will then see this screen which indicates they already have an account registered using the email address shown in the 
message. They will need to enter their password and click the Continue button. 

Note: This is NOT a password controlled, reset or in any way administered by FMOLHS IS or any facility personnel.  
 

 
 

4. After clicking the Continue button the encrypted message will then be displayed for the customer. 
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CUSTOMER HAS FORGOTTEN PASSWORD: 

 
1. If the customer does not remember their password when attempting to view an encrypted message, they will need to click 

the link that says “You may reset it by clicking here.” 
 

 

2. Once the link is clicked, an email is sent to their inbox that will allow them to reset the password. They will see the screen 
below advising them of this and they can close out this window. 
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3. An email entitled “Microsoft Exchange Hosted Encryption Password Recovery” will be in their inbox. Have them open the 
message then click the link in it.  

Note: This link only works for resetting the password one time. 
 

 

4. After clicking the link they will see the screen below. They will need to type in a new password then re-type it in the bottom 
box. After this is complete they need to click the Continue button. 
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5. After clicking Continue they will see the encrypted message AND their password is reset to whatever they entered. 
 

 
 

EXPIRED MESSAGES: 

 
If an encrypted message is not accessed/viewed by the recipient within 14 days, the sender will receive a message similar to the one 
below. If they get this notification they will need to resend the original message in order for the recipient to view it. 
 

 


