MICROSOFT FOREFRONT

OVERVIEW

Microsoft Forefront is the encryption application used to encrypt outgoing messages containing protected health information. If a
message is flagged and encrypted, the customer will need to follow these guidelines to retrieve and read the message.

ACCOUNT CREATION PROCESS FOR FIRST TIME RECIPIENTS:

1. The recipient will see a message similar to the one pictured below if a message is encrypted by Microsoft Forefront. Have
them open the attachment to the email.

* encrypt wednesday, March 31, 2010 10:28 AM
From: "Scileau, Caleb" <Ca|ab.SmIeau@\‘malhs.org:Eﬂ

To: "'rustyrielsS08@yshoo.com'" <rustyrielsS08@yahoo.com=
& 1 Fils (14K8)

= |

messag...

e
Microsoft:

Exchange
Hos‘leﬁgEncryption

Hosted Encryption.

To view your message, open the attachment.

This attachment contains your encrypted message sent using Hosted Encryption provided by Microsoft
Exchange Hosted Services. What's This?

If you received this message in error, please contact the sender of this email to prevent further

messages from being sent.
Troubleshooting information

Copyright ©2006 Microsoft Corporation. All rights reserved. | Terms of Use | Privacy Statement

2. This will take them to the screen shown below. They will now need to click the Read Message button.

Microsoft
Exchange
Hos‘teﬁgEncryption
Click the button below to access your encrypted message.

‘ Read Message |

You will be directed to the Microsoft Exchange Hosted Encryption website to view your message.
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3. If thisis their first time receiving an encrypted message sent to their email address they will need to fill out and submit

the information requested on the screen shown below. Have them click the Submit button after filling out the required
fields.

— =

E;c.?".gH.s;éngem':ryp'cion

Create a New Account

Please provide the following
information to read your email.

Microsoft is committed to protecting your privacy. Your name and e-mail address collected on this Site will be used specifically
to provide you with our Hosted Encryption Service. We will not share this information outside of Microsoft and its subsidiaries,
affiliates, or agents, and we will not contact you through this e-mail address except regarding this Service.

By clicking “Submit” below, you acknowledge your consent to provide Microsoft with your information for use as described above.

Please complete the fields below:

four Name |<yourﬁrstname yourlastname>

Your Email Address rustyriels508@yahoo.com

Please Choose Your Password |

Re-type Your Password |

‘ Submit >>

0
% Your message is encrypted with Microsoft Exchange Hosted Encryption . Click here to learn more.

4. Once the information is submitted, the customer will see the screen below. It advises them to check their email to
complete the enrollment process.

— =

E%‘:gHor;:éggEencryp'cion

Please Check Your Email

‘We have sent an email entitled "Microsoft Exchange Hosted Encryption Account Creation” to your email account When you
receive the email, click on the contained link to complete the enrollment process

NOTE: The link in the email only works once. To prevent confusion in the future, delete the email after you have retrieved your
key.

You may now close this web browser.

Thank you,
Wicrosoft Exchange Hosted Encryption

0
% Your message is encrypted with Microsoft Exchange Hosted Encryption . Click here to learn more.
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The customer will now have a new message from Microsoft Hosted Encryption in their inbox. Have then open the message and click
the link to complete the account creation process.

# Microsoft Exchange Hosted Encryption Account Creation Wednesday, March 21, 2010 12:56 PM

From: "Microsoft Hosted Encryption” <hostedencryption@encryption.messaging.microsoft.com> fi5)

To: rustyrielsS08@yshoc.com

Hello Rusty Riels,

To complete the account creation process, you must click on the link below:

- https://enroll.encryption.messaging.microsoft.com/answerback/enroll.php?abn=swQahIExTRCtSpVE

IMPORTANT: For security reasons, this is a one-time use link that works only on the same browser and machine you used to enroll.
It is advised that you delete this email after you hawve clicked on the link above.

Thank you for using Microsoft Exchange Hosted Encryption.

5. Once they click the link they will be directed to the Microsoft Exchange Hosted Encryption page and their secure
message will be displayed.

i — e

rustyriels508@yahoo.com| Help | Sign Out

Your Encrypted Message

Reply | Reply All | Forward | =
From: caleb.soileau@fmolhs.org (i i by encryption i mir‘rusuﬂ.cum}@ “alid Signature (Help) \%
Sent: Mar 31, 2010 3:25:05 PM GMT

To: rugtyrieleS08@yahoo.com

Subject: encrypt

Test test

225-54-6666

Social Security number

Caleb Soileau | Systems Administrator - Microsoft Windows Infrastructure | 225-526-4078

Reply | Reply All | Forward

L]
\% Your message is encrypted with Microsoft Exchange Hosted Encryption. Click here to learn more.
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ENCRYPTING AN OUTBOUND EMAIL MESSAGE:

1. Inorder to ensure that an email message going out to an external email address is encrypted, the customer can simply add
any of the following words to the Subject line of the message:
a. Zixencrypt

b. Zixololrmc
c. Zixfmolhs
d. Zixsteh

e. Zixlourdes
f.  Zixstfran

VIEWING ENCRYPTED MESSAGES AFTER ACCOUNT HAS BEEN CREATED:

1 The customer will see the message below. They will need to open the attachment.

* encrypt Wednesday, March 21, 2010 10:28 AM
From: "Soileau, Caleb” <Caleb.Suileau@fmulhs.urg;E_?J

To: "rustyrislsS08@yahos.com' <rustyriels508@yshoc.com>
4 1File (14KB)

=

messag...
|

Microsoft

Excl e

HosteggEncryption

You have received an encrypted email. The privacy of your message is protected by Microsoft Exchange
Hosted Encryption.

To view your message, open the attachment.

This attachment contains your encrypted message sent using Hosted Encryption provided by Microsoft
Exchange Hosted Services. What's This?

If you received this message in error, please contact the sender of this email to prevent further

messages from being sent.
Troubleshooting information

Copyright ©2006 Microsoft Corperation. All rights reserved. | Terms of Use | Privacy Statement

2. They will then see this screen and will need to click the Read Message button.

e "

=

|

E)

e
ncryption

Click the button below to access your encrypted message.

‘ Read Message |

You will be directed to the Microsoft Exchange Hosted Encryption website to view your message.
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3. They will then see this screen which indicates they already have an account registered using the email address shown in the
message. They will need to enter their password and click the Continue button.
Note: This is NOT a password controlled, reset or in any way administered by FMOLHS IS or any facility personnel.

Microsoft Exchange Hosted Encryption Authentication

Please enter your password:

Your Email Address  rustyriels508@yahoo.com

Password

‘ Continue >>

Forgot Password?

You may reset it by clicking here

I% Your message is encrypted with Microsoft Exchange Hosted Encryption . Click here to learn more.

4. After clicking the Continue button the encrypted message will then be displayed for the customer.

\
Hosted Encryption L

rustyriels508@yanoo.com | Help | Sign Out

Your Encrypted Message

Reply | Reply All | Forward |

From: caleb. .org (; i by encryption. ing. microsoft.com) Q Valid Signature (Help) %
Sent: Mar 31, 2010 3:29:05 PM GMT

To: rustyrielsS08@yahoo.com

Subject: encrypt

Test test

225-54-6666

Social Security number

Caleb Soileau | Systems Administrator - Microsoft Windows Infrastructure | 225-526-4078

Replyl Reply All | Forward

% Your message is encrypted with Microsoft Exchange Hosted Encryption. Click here to learn more.
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CUSTOMER HAS FORGOTTEN PASSWORD:

1. If the customer does not remember their password when attempting to view an encrypted message, they will need to click
the link that says “You may reset it by clicking here.”

Eﬁhﬁ;ﬁencrypﬁon

Microsoft Exchange Hosted Encryption Authentication

Please enter your password:

Your Email Address  rustyrielsS08@yahoo.com

Password

Continue == |

Forgot Password?

‘ You may reset it by clicking here

I% Your message is encrypted with Microseft Exchange Hosted Encryption . Click here to learn more.

2. Oncethe link is clicked, an email is sent to their inbox that will allow them to reset the password. They will see the screen
below advising them of this and they can close out this window.

Excha ; w2020 =
Hlosted Encryption L

Password Recovery Email Sent

Please Check Your Email

We have sent an email entitied "Microsoft E Hosted Encryption F d Recovery” to your email account. When
you receive the email, click on the link to reset your password.

NOTE: The link in the email only works once. To prevent confusion in the future, delete the email after resetting your password.
You may now close this web browser.

Thank you,
Microsoft Exchange Hosted Encryption

% Your message is encrypted with Microsoft Exchange Hosted Encryption . Click here to learn more.
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3. An email entitled “Microsoft Exchange Hosted Encryption Password Recovery” will be in their inbox. Have them open the
message then click the link in it.
Note: This link only works for resetting the password one time.

* Microsoft Exchange Hosted Encryption Password Recovery Wednesday, March 31, 2010 1:37 PM

From: "Microsoft Hosted Encryption” <hostedencryption@encryption.messaging.microsoft.com> fi)

To: rustyriels508@yshoo.com

Hello Rusty Riels,

To complete the password reset process, vou must click on the link below:

‘ https://enroll.encryption.messaging.microsoft.com/answerback/enroll.php?abn=Kh3Tk1WHSWEYIAFT

IMPORTANT: For =security reasons, this is a one-time use link that works only on the same browser and machine you used to request a
password reset. It is advised that you delete this email after youn have clicked on the link above.

Thank you for using Microsoft Exchange Hosted Encryption.

4. After clicking the link they will see the screen below. They will need to type in a new password then re-type it in the bottom
box. After this is complete they need to click the Continue button.

Update Account Information

Asterisk(*) indicates required fields.

* Your Name IRusty Riels

In the account name, please don't use special characters (e.g. " {} etc.)
Your Email Address rustyriels508@yahoo.com

* Your Password Fleaze complete this field.

Unless required leave this blank to retain the current password.

* Re-type Your Password I

Required if resetting password

- Continue => |

L]
\% Your message is encrypted with Microsoft Exchange Hosted Encryption . Click here to learn more.
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5. After clicking Continue they will see the encrypted message AND their password is reset to whatever they entered.

oL — B e - TEE

rustyriels508@yahoo.com | Help | Sian Out

Your Encrypted Message

Reply | Reply All | Forward | =
From: caleb.soileau@fmolhz.org (authenticated by encryption. mes=aging. microsoft.com) @ alid Signature (Help) %
Sent: Mar 31, 2010 3:25:05 PM GMT

To: rustyrielz508@yahoo.com

Subject: encrypt

Test test

225-54-6666

Social Security number

Caleb Soileau | Systems Administrator - Microsoft Windows Infrastructure | 225-526-4078

Reply | Reply All | Forward

L]
\% Your message is encrypted with Microsoft Exchange Hosted Encryption. Click here to learn more.

EXPIRED MESSAGES:

If an encrypted message is not accessed/viewed by the recipient within 14 days, the sender will receive a message similar to the one
below. If they get this notification they will need to resend the original message in order for the recipient to view it.

From: notification @fmalhs-secure.org
Ta: Riels, Rusty E

Cc

Subject: EXPIRED: encrypt

Franciscan Missionaries of Our Lady Secure Email Message Expiration Notification:

To: rustyriels508@yahoo.com

Cc

From: rusty nels@fmolhs.org

Subject: encrypt

Armived on: Mar 31, 2010 @ 14:50 (GMT)
Expired on: Apr 14, 2010 @ 14:50 (GMT)

The following recipients failed to pickup the message above:

rustyriels508@yahoo.com
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